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This Old Process

A e Assess

| e Redesign
e Secure

e |Inspect
e Profit!
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Assess

HoewweuldwWerhe
harmediiFtherasset
PECAME publicand
Widely distrikuted?

How would we be
harmed if the process
or function failed to
provide expected
results?

How would we be
harmed If an
employee of our cloud
provider accessed the
asset?

How would we be
harmed if the
information/data was
unexpectedly
changed?

Can we maintain compliance when

moving to the cloud?

How would we be
harmed if the process
or function was
manipulated by an
outsider?

How would we be
harmed if the asset
was unavailable for a
period of time?




The Stack

»  Content & Context -

INTOSHUCIOTE Data & Information

Applistructure > Apps & Widgets -
Applications & Services

o  Glue & Guts -

VIELSSHICIINE IPAM, IAM, BGP, DNS, SSL, PKI

) Sprockets & Moving Parts - Compute, Network,
Storage
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Metastructure Management
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e APl and CLI scripts
e Decent alerting, bad stopping
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Automate Security




Review

e Lock down management plane

e Focus on IAM for admins

e Automate monitoring using cloud APIs

e Look at metastructure management tools



The Stack

»  Content & Context -

INTOSHUCIOTE Data & Information

Applistructure > Apps & Widgets -
Applications & Services

o  Glue & Guts -

VIELSSHICIINE IPAM, IAM, BGP, DNS, SSL, PKI

) Sprockets & Moving Parts - Compute, Network,
Storage




The Stack

v  Sprockets & Moving Parts - Compute, Network,

Infrastructure Storage




Hypersegregate

Port 22 from x.x.x.x/32

Port 80 from 0.0.0.0/

------------------------------------------

i Port 3306 from :
; DAM Server i 91432342 i DBMS ; Encrypted
S —— Y S e s e e e Af EBS
App Server DB Server Volume
Security Group Security Group

Dynamic, automatic, software defined
firewalls



Host Automation

e [nitialization scripts (cloud-init)

- Install and config security agents
e Chef/Puppet
e Auto register and assess

e Privileged user mgmt and IAM
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What We Will Do

e Automate cloud security policy compliance

- Leverage S3, EC2, and APIs to bootstrap instance security
polices.

e Build a software defined security application

- Glue multiple APIs together using Ruby to identify
unmanaged instances.



Our Process

e Launch an instance

e Assign an IAM Role

e Use cloud-init to bootstrap Chef

e Securely, and automatically, distribute security credentials



AWS IAM
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Services v

Amazon Web Services

Compute & Networking

Direct Connect
Dedicated Network Connection to
AWS

EC2

Virtual Servers in the Cloud

Elastic MapReduce

Managed Hadoop Framework

Route 53

Scalable Domain Name System

VPC

Isolated Cloud Resources

l}-{.‘lp- J‘*

Storage & Content Delivery

CloudFront
Global Content Delivery Network

Glacier
Archive Storage in the Cloud

S3

Scalable Storage in the Cloud

Storage Gateway
Integrates On-Premises [T
Envircnments with Cloud Storage

L K X X

AWS Management Console Home

hitps & console.aws.amazon.com

Database

. DynamoDB
Predictable and Scalable NoSOL Data
Store

4 ElastiCache
= In-Memory Cache

RDS

Managed Relational Database Service
Redshift M
Managed Petabyte-Scale Data
Warehouse Service

Deployment & Management

CloudFormation
Templated AWS Resource Creation

CloudWatch

Resource and Application Monitoring

<. Data Pipeline
we Orchestration for Data-Driven
Workflows

Elastic Beanstalk
AWS Application Container

? 1AM
Secure AWS Access Control

OpsWorks
DevOps Application Management
Service

App Services
CloudSearch

Managed Search Service

Elastic Transcoder M
Easy-to-use Scalable Media
Transcoding

SES
{[\, Email Sending Service
'll SNS

Push Notification Service

e- sQs
Message Queue Service

ﬂll SWF
Workflow Service for Coordinating
Application Components

B O
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Rich Mogull ~

Global ~

Additional Resources

Getting Started

See our documentation to get
started and learn more about
how to use our services.

Trusted Advisor

Best practice
recommendations to save
money, improve fault
tolerance, increase
performance, and close
security gaps.

Service Health

& Al services operating
normally.

Updated: Jul 27 2013 14:04:00
GMT-0700

Service Health Dashboard

Set Start Page

Console Home :

oS AWS Marketplace

Find & buy software,
launch with 1-Click and
pay by the hour.




Dashboard Getting Started
4

Groups
Users
Roles

Password Policy

What Are Users?

Users
3 interact
with
websites and
services.

Security Status

» Root Account Disabled
MFA
» Password Policy Disabled

AWS Account Alias

IAM Management Console
> |2 (8] 8)SD AL+ htips @ console.aws.amazon.com

AWS Identity and Access Management (IAM) enables you to manage access to your AWS resources.

Create a New Group of Users

What Are Roles?

and |IAM users to

permissions for act on your behalf.

actions a user can

IAM Resources

You are using the following IAM resources.

Manage Password

IAM Documentation



AWS IAM Roles

e 00 IAM Management Console

[ 4| » J [ﬂ] [E."J [‘J [HJ l@] lPJ l ke | https @ console.aws.amazon.com

I‘l Services v Rich Mogull ~
Dashboard | Create New Role Role Actions v
4
Details Viewing: %
aroupe Role Name Creation Time
Users
ChefClient 2013-07-01 14:41 PDT
Roles

Password Policy




Using IAM Roles to Distribute Credentials

Role: ChefClient

=2 | Secure S3
Irigtzinie | Bucket

gvalidator.pemé
client.rb :




Set Up Your S3 Buc

History

T am
EC2- -

u L3

Console Home

Create Bucket J.Te LT -0RY

All Buckets

Name

CCSKTemp
cf-templates-1s9u2fhtpMe-us-east-1
cloudsec
Create a Bucket - Select a Bucket Name and Region Cancel %
Securosis

Securosls-CCSK

A bucket is a container for objects stored in Amazon S3. When creating a bucket, you can choose a Region to
optimize for latency, minimize costs, or address regulatory requirements. For more information regarding bucket
SecurosisTest naming conventions, please visit the Amazon 53 documentation.

RO ragrogre

Bucket Name: | security_creds |

Region: | Oregon -

~ Permissions

SetUp Logging > Create C:
2ene Grantee: rmogull #List ™Upload/Delete ™ X

View Permissions  Edit Permissions

&) Add more permissions | Add bucket policy

1| Add CORS Configuration



Create an IAM Role

Create Role Cancel X

Specify a role name. You cannot edit the role name after the role is created.

Role Name: |}n

Maximum 64 characters. Use alphanumeric and '+=,.@-' characters

Create Role Cancel (X

Select Role Type
= AWS Service Roles

» Amazon EC2
—* Se{ﬁpt

Allows EC2 instances to call AWS services on your behalf.

—
» AWS CloudHSM
) Select
Allows AWS CloudHSM to create a network interface on your behalf. f— —
Create Role Cancel [X

» AWS Data Pipeline
Allows Data Pipeline to call AWS Services on your behalf.

» Amazon EC2 Role for Data Pipeline

Set Permissions

Select a policy template, generate a policy, or create a custom policy. A policy is a document that formally
states one or more permissions. You can edit the policy on the following screen, or at a later time using the
user, group, or role detail pages.

Role for Cross-Account Access

Role for Web Identity Provider Access
(= Select Policy Template

> Amazon S3 Full Access
Provides full access to all buckets via the AWS Management Console.

» Amazon 53 Read Only Access ‘-.*‘ E—
Selw

Provides read only access to all buckets via the AWS Management Console.

Select

> Amazon SES Full Access

Profiles full access to Amazon SES via the AWS Management Console. Select

» Amazon SES Read Only Access

Select

Policy Generator
Custom Policy

© o o o o o o o o o o s o o o o o o o s o o o o o s s o o o o o s o o o 0 o o s o o o o o o s s e No Permissions e e e o o o s e




Create Role

Set Permissions

| You can customize permissions by editing the following policy document. For more information about the
access policy language, see Overview of Policies in Using IAM.

Policy Name

Amazon53ReadOnlyAccess-Chet-281387271489

Policy Document

"Wersion™: "2e812-18-17",
"Statement™: |
{ i
"Effect”: "Allow",
"Action”:
"s3:Get*",
"s3:List*"
|5
"Resource”: "*" Create Role Cancel | X

« Back

Review the following role information. To edit the role, click an edit link, or click Create Role to
finish.
Role Name Chef Edit Role Mame

Trusted Entities The service ec2.amazonaws.com

Permissions Amazon 53 Read Only Access Edit Permissions

.............................. ¢ Back Create@ule




Adjust IAM Role Policy for Your Bucket

i H EW untitled "3 ’

{
"Version": "2012-10-17",

"Statement": | Change to your
{ specific bucket, not
"Effect": "Allow", all of S3
"Action”: |
"s3:Get*",
"s3:List*"
1.

1
2
3
. |
&
B
7
8
9
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14:2 Plain Text Tab Size:




Setting The Role of an EC2/VPC Instance

Request Instances Wizard Cancel | %

Number of Instances: 1 Availability Zone: No Preference

Advanced Instance Options

Here you can choose a specific kernel or RAM disk to use with your instances. You can also choose to enable CloudWatch Detailed
Monitoring or enter data that will be available from your instances once they launch.

Kernel ID: Loading... RAM Disk ID: Use Default 4

Monitoring: Enable CloudWatch detailed monitoring for this instance
(additional charges will apply)

User Data:

= as text
i
as file
(Use shift+enter to insert a newline)
baseb4 encoded

Termination Prevention against accidental termination. Shutdown Stop .
Behavior:
Tenancy: Default -

¢ Back Continue




Insert Script

Request Instances Wizard Cancel | x

Number of Instances: 1 Availability Zone: No Preference

Advanced Instance Options
Here you can choose a specific kernel or RAM disk t

tances. You can also choose to enable CloudWatch Detailed

Monitoring or enter data that will be available from they launch.
Kernel ID: Use Default = Disk ID: Use Default =
Monitoring: Enable CloudWatch detaj ofitoring for this instance

(additional charges wj %]
User Data: - [ sh, -c, *fix_routing_silliness ]

() as text - [ sh, -c, *configchef]
- touch /tmp/done 4
as file
(Use shift+enter to insert a newling)
baset4 encoded

Termination Prevention against accidental termination. Shutdown Stop B
Protection: Behavior:
IAM Role: & | ChefClient * Tenancy: Default L

k

¢ Back Continue




Select Chef Security Group

=} Choose one or more of your existing Security Groups

sg-1e3adb7?1 - CCSK-Chef-Server

sg-bf48aed( - default
sg-cf32dfal - quick-start-1

(Selected groups: sg-1le3adb71)



What You Didn’t See

e We have a pre-configured Chef server
e Our Chef server is in an isolated security group

e We created a security group to launch instances in so
they can connect to our Chef server

e \We created our Chef credentials



Chef

e Ruby based configuration management
e Commercial, hosted, or open source

- http://opscode.com/chef
e Policies as code

e Cross-platform



http://opscode.com/chef

Chef Basics

e Server

e Workstation
e Node

e Aftributes
Recipe
Cookbook
Chef-repo
Environment
e Knife



Chef Security

e Temporal certificate used for initial bootstrapping
e Client certificate then issued

e Per-node certificates

e Per-client certificates

e Organizations

e Client IAM



Our Script

800 chef-init.txt — cloud "

£ chef-init.txt

configchef:
- &configchef

echo "deb http://apt.opscode.com/ precise-0.10 main" | sudo tee
fetc/apt/sources.list.d/opscode.list

apt-get update

curl http://apt.opscode.com/packages@opscode.com.gpg.key | sudo apt-key add -

echo "chef chef/chef_server_url string
http:/fec2-54-218-102-48.us-west-2. compute.amazonaws.com:4000" | sudo debconf-set-selections

&& sudo apt-get install chef -y --force-yes
wget
http://sourceforge.net/projects/s3tools/files/s3cmd/1.5.0-alpha3/s3cmd-1.5.0-alpha3.tar.gz
tar xvfz s3cmd-1.5.0-alpha3.tar.gz
cd s3cmd-1.5.0-alpha3/
cat =s3cfg <<EOM

[default]

%]

[#5]

B

4]

P ]

secrat_key

o

security_token
EOM

Jfs3cmd --config /s3cmd-1.5.0-alpha3/s3cfg Is s3://cloudsec/
3

2
2
2
2
26
2
2
2

1=

/s3cmd --config /s3cmd-1.5.0-alpha3/s3cfg --force get s3://cloudsec/client.rb

fetc/chef/client.rb
/83cmd --config /s3cmd-1.5.0-alpha3/s3cfg --force get s3://cloudsec/validation.pem
fetc/chef/validation.pem
/s3cmd --config /s3emd-1.5.0-alpha3/s3cfg --force get s3://

fetc/chefffirst_run.json

cloudsec/first_run.json
chef-client -j /fetc/chefffirst_run.json

34:43 | Shell Script (Bash) 5 | Tab Size: 4+ | £¢ 3




Pre-assigning an IAM Role

.8 6.6
'@ chef-init.txt | O first_run.json |




Role Run List

e Role: base
e Cookbook: chef-client
e Cookbook: delete-validator



Happening

40
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Review

e Security credentials stored securely in S3

e |nitialization script
- Installs Chef
- Downloads temp credentials using temp credentials
- Configures Chef with initial role

e Chef then pushes initial security policies



.Virtual Security Appliances & Introspection

Solutions vmware:
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Security & Compliance Platforms

Customer Cloud

o v
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: User
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: / olici
ST E— ommands,
N epor

https

RESTful
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Restricting Device/Location with:SAML

Directory :
: Server :




Review

e Hypersegregate- virtual, API-managed networks are your
friends

e Automate host security- from instance launch to
assessment to patching

e You will need tools to scale, even if you write them
yourself



The Stack

»  Content & Context -

INTOSHUCIOTE Data & Information

Applistructure > Apps & Widgets -
Applications & Services

o  Glue & Guts -

VIELSSHICIINE IPAM, IAM, BGP, DNS, SSL, PKI

) Sprockets & Moving Parts - Compute, Network,
Storage




The Stack

» Content & Context -

INTOSTHCIUTE; Data & Information

Developed by Chris Hoff, Juniper



Cloud Data Architectures

SaaS Application




Keep Instances Clean

e Snapshots are not your friend.
e tmp, swap, keys




Volume Encryption

Protecting your snapshots since 09!

“ Pubhc/Prlvate Cloud (IaaS) -

------------------------------------------------------------

{::‘:Lﬁ Crypto :> .
Cl|ent

Instance Storage

, *
-----------------------------

Key Mgmt
Server




Object Storage Encryption

Or “how to use Dropbox without pissing off users too badly”

.

] [coe =]
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Shared Storage



DB Security 4 Cloud

Table Security, get it?

« Leverage architecture- segregate and split

Use table views with CID, not direct table access
« Database Activity Monitoring

Encryption

http://kagenohikari.multiply.com/journal/item/25/Stylish_Recyclables



http://kagenohikari.multiply.com/journal/item/25/Stylish_Recyclables

Cloud App Encryption

Encryption
Server

-------------------------------------------------------------------

VM4 (Private or publlc) VM3 (Private)



SaaS Tokenization

Payment Processor

: I
! I
: c——— ’
: |
I

| 5 | Token Il PaN :
: Database :
: [] Token |
: 1
i PKI Encrypted '
| = :
: :
: |
| 6 i
: Payment Transaction |
! 4 Processor Processing :
\ - - 0
| Tokenization System :
: Server i
| |
I 1

Payment System
Local Server

Point of Sale




Review

e Keep your instances clean.

e Encrypt volumes and don’t store sensitive data in boot
volumes.

e Encrypt object storage data before it hits the cloud.
e Follow good DB segregation.

e Tokenize and/or encrypt data at the application layer
when you can.



The Stack

»  Content & Context -

INTOSHUCIOTE Data & Information

Applistructure > Apps & Widgets -
Applications & Services

o  Glue & Guts -

VIELSSHICIINE IPAM, IAM, BGP, DNS, SSL, PKI

) Sprockets & Moving Parts - Compute, Network,
Storage




The Stack

Apps & Widgets -

Applistructure . . .
Applications & Services




Cloud WAF

@ Web/App
---------------------- E’ Server .E
anagement panel
...................... restricted to proxy IP
P

---------------------



Test and: Assess

e Test in private cloud or
y locked off network zone.

e DAST and web app vuln
testing most useful.

http://www.melbournebuildinginspectors.com.au/moorabbin/nicholson-wright-building-surveyors/
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Active Defense

aﬁ*}

SHARK BAI

Even sharks are tired of the gang signs.

\o/ Motiv|

Image from http://www.justsaypictures.com/images/shark-bait.jpg

Image from http://www.chmag.in/article/jul2010/honeypot


http://3poundsofrealestate.com/2007/11/04/remodeling-make-sure-you-are-covered/
http://www.justsaypictures.com/images/shark-bait.jpg
http://www.justsaypictures.com/images/shark-bait.jpg
http://www.justsaypictures.com/images/shark-bait.jpg

Review

e Remember- at this point you are relying heavily on your
secure foundation.

e DAST and web app vulnerabllity testing are most useful.
e Cloud WAF.
e Mess with attackers using active defense.

e Don't forget federated identity.



Keep it simple
e Architect for cloud
e Split and encrypt
e Federate for success



Thank You!

eRich Mogull

e Analyst/CEQO

eNexus.securosis.com

ermogull@securosis.com

e @rmogull bl
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